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Executive Summary 
The biggest threat to corporate information security is the emergence of well-
organized criminal groups as the primary perpetrators of computer attacks1. Driven 
largely by financial gain, these groups of highly-skilled 
professionals are collaborating to discover and exploit 
new vulnerabilities more rapidly than ever before2. They 
are attacking companies with increasing frequency and 
sophistication, and are available for hire to organized 
crime or unscrupulous competitors aiming to wreak 
havoc on businesses. Operating around the world, they 
face little obstruction from law enforcement, and are 
further helped by an increased reliance on the Internet 
by both businesses and individuals. They are largely 
succeeding by using a new breed of blended attacks, which employ a variety of 
methods (e.g. spam, malware, phishing) simultaneously to compromise security of 
systems, and spread in a multitude of ways (via e-mail, Web, IM, P2P, even wireless 
devices). 
 
Without implementing adequate protection measures, enterprises are at risk of 
having their operations critically disrupted. At the very least, blended attacks can 
have a negative financial impact on businesses stemming from employee 
productivity loss, higher bandwidth utilization, and substantial and increasing costs 
of clean-up. Companies also face increased legal liability due to risk of inappropriate 
or illegal content being accessed by employees, or even illegally placed on corporate 
systems. Furthermore, successful blended attacks often enable criminals to steal 
valuable data (such as trade secrets or customer lists) and engage in blackmail or 
extortion—all of which can severely damage a 
company’s brand and credibility. Finally, unauthorized 
access to (and the potential corruption of) corporate 
data makes regulatory compliance (e.g. with the 
Sarbanes-Oxley act or HIPAA) difficult, if not impossible. 
 
These risks are not theoretical, and successful blended 
attacks carried out by criminal groups are costing 
unprotected businesses millions of dollars. According to 
the FBI, in a recent example, computer criminals hired by 
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a competitor, effectively halted the operations of a company for two weeks with a 
severe denial of service attack, costing the company over $1 million in damages3. 
Besides a technical understanding of the attacks, protecting enterprises requires a 
thorough understanding of the attackers, especially the ways in which criminal 
organizations make money through their illicit Internet activities. Armed with this 
knowledge, companies can build effective defenses that greatly reduce the criminals’ 
ability to make money by attacking company systems. Protecting the enterprise 
requires a holistic approach, which must include user education, securing all 
possible network entry and exit points, implementing robust content filtering, and 
developing strong partnerships with vendors and law enforcement. Without a 
comprehensive layered defense, it is certain that a company will be a target of a 
successful blended attack. 

 
A perfect storm 
In 1991, three independent weather systems combined to form one of the most 
powerful hurricanes of the century, which became known as The Perfect Storm. 
Analysis of any such anomaly—an overabundant apple crop, a stock market crash, or 
the current state of information security—reliably reveals that its cause is an unlikely 
combination of ordinary factors. With preparation, one can routinely weather many 
smaller storms; however, the perfect storm resulting from their combination is 
progressively more difficult to survive. 
 
Until now, companies have largely deployed individual solutions to information 
security threats, from the initial proliferation of viruses and worms, to the more 
recent onslaught of spam, and the current explosion of spyware, phishing, and 
malware attacks.  Similarly, as the multitude of risks associated with uncontrolled 
use of the Internet in the workplace became apparent, enterprises implemented 
firewalls, rolled out intrusion detection systems, proxies and content filtering tools. 
Although fairly successful to date, the effectiveness of addressing each of the 
emerging threats individually is diminishing, as new threats are increasingly utilizing 
a combination of methods—attack vectors—to spread and compromise enterprise 
security.  
 
In 2005, IT managers find themselves in the midst of a 
perfect storm: computer crime has entered its first 
golden age. The lethal combination of well-organized 
criminal groups as the main perpetrators of computer 
attacks, and a new crop of blended attacks as their 
preferred tool, is far more dangerous than anything 
that companies have ever had to deal with. 
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As criminals look for faster ways to make more money, it is only a matter of time 
before compromised corporate systems allow them to mount coordinated attacks 
targeted at customers or employees of a particular company from within that 
company’s walls. Such an attack will be extremely profitable for criminals and 
extremely destructive for both the corporation and its customers, and will 
undoubtedly be accomplished via a blended approach. (As a forewarning of things to 
come, in late November of 2004, users of The Register website became victims of an 
attack after they viewed pages with banner advertisements that actually contained an 
Internet Explorer exploit4). To effectively protect against such an attack—and other, 
yet unknown blended attacks—one must acquire an in-depth understanding of not 
only the methods that criminals are using to compromise corporate systems, but 
also their motivation. Since money is usually the biggest driver behind computer 
crime, IT managers can gain a more complete understanding of their company’s 
vulnerabilities by following the criminal money trail, and thus building a roadmap for 
making their company substantially less attractive (and much more resilient) to 
attack from criminal groups. 

 
Following the criminal money trail 
Discovering and exploiting security vulnerabilities was once largely a hobby of young 
men, who sought information and approval from their peers rather than profit. 
Computer crime was never harmless; for instance, many virus outbreaks caused 
billions of dollars in damage. However, virus writers and other computer criminals 
rarely profited directly from their activities. Until now. 
 
Although terrorist cyber attacks were widely predicted, they have not materialized. In 
the meantime, the main motivation for criminal organizations operating on the 
Internet is money. This is not surprising, considering 
that e-commerce has grown to $60 billion in 2004 in 
the US alone5, and is more than double that 
worldwide6. Also not surprising is the fact that 
criminals have been consistently defrauding online 
merchants of about 2% of their growing net sales. 
 
To make money, criminal organizations rely on a 
combination of methods that fall into the following 
three broad categories: 

• Personal information/identity theft 
• Advertising 
• Extortion, corporate espionage, and other 

scams 
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Personal information/identity theft 
A criminal organization can easily profit by either convincingly masquerading as a 
reputable online merchant or other entity (a bank or a government agency); or by 
impersonating an individual. Criminals are accomplishing both with phishing, which 
is one of the most dangerous and successful scams in the history of the Internet. 
 
Phishing is a classic example of a blended attack. First, criminals set up websites 
that look like those of legitimate organizations. Upon closer examination, one can 
see that the site is in fact a fake: its address (URL) is incorrect, no digital certificate is 
used, or it is invalid. However, the fake website looks like the real thing, and is 
convincing enough to fool many people. 
 
Once the rogue websites are operational, the scammers send out millions of spam  
e-mails that appear to originate from companies whose website they have just 
copied, urging people to log in and update their personal information, and providing 
links to the rogue websites instead of the real ones. These counterfeit e-mails 
appear legitimate enough that almost 20% of their recipients click on those links, and 
5% actually divulge personal information7. 
 
Once criminals have the personal information, they can 
easily turn it into cash. The most prevalent and profitable 
of these methods usually involve making fraudulent 
financial transactions at the victim’s (or financial 
institution’s) expense, or selling personal information. 
Personal information can also be sold to spammers or 
even legitimate advertisers, who pay top dollar for lists of 
verified e-mail addresses. Finally, the information can be 
used by other criminals to identify their future victims.  
 
Phishing schemes are constantly evolving and are becoming more dangerous as they 
use techniques perfected by creators of viruses, worms, and trojan programs 
(collectively known as malware) over the past 20 years8. In a new hybrid attack, a 
piece of malware is widely distributed via spam. On vulnerable systems, this 
malicious software silently installs a keystroke monitor—a program that forwards 
everything that a user types (including usernames and passwords, or other personal 
information) directly to criminals. It used to take a lot of hard and dirty work (like 
dumpster diving) to collect even a fraction of this type of information. Now, such 
attacks are clearly more damaging, because of the amount of both personal and 
corporate information that can be quickly collected in a completely automated 
fashion. 
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Some of the malware distributed as part of phishing or spam attacks actually allows 
criminals to completely take control of the victim’s computer. Compromised systems 
often become part of a bot net—a large group of computers remotely controlled by 
criminals, who often use them to send millions of spam e-mails, facilitate collection 
of personal information by hosting phishing websites, mount DDoS attacks, or 
distribute pornography and pirated software. If the compromised computer is on a 
corporate network, it can be easily used as a launch pad for further attacks on 
sensitive internal systems, even those not connected to the Internet. 

 
Advertising 
Advertising is another major revenue source for criminal organizations operating on 
the Internet. Since online advertising is an almost ten billion dollar industry9, it’s not 
surprising that criminals find it an attractive target. In fact, purveyors of unsolicited 
bulk e-mail advertisements—the spammers—were the first group to successfully 
subvert legitimate use of the Internet on a massive scale, and profit handsomely 
from it. 
 
Spammers are typically paid for sending out billions of e-mails advertising 
everything from pornography (which is itself a $10 billion industry10) to pirated 
software to prescription medicines. Sometimes, spammers actually sell (or are paid 
commission on sales of) the questionable or illegal products they advertise. 
Response rates to offline unsolicited mailings are notoriously low, and they are 
miserly for spam (a fraction of one percent), so the success of the spam business 
model relies on reaching the widest audience possible and keeping costs close to 
zero, for instance by illegally using unsecured e-mail relays to send out their ads. 
 
Initially a nuisance, spam now accounts for up to 80% of worldwide e-mail traffic. 
However, because businesses and ISPs11 are responding to the spam epidemic by 
securing their e-mail relays and implementing effective spam filters—as well as by 
taking the spammers to court—the number of unsolicited e-mails actually reaching 
users’ mailboxes is decreasing. Faced with increasing costs of doing business with a 
diminishing audience, spammers are seeking new ways to profit. The fact that 
Sanford “Spamford” Wallace, the so-called king of spam, quit the bulk e-mail 
business and has become a purveyor of adware and spyware12 is a sure sign of the 
direction of this “industry”. 
 
Bundled without a user’s knowledge with free software (like the wildly popular peer-
to-peer client KaZaA, or various browser helper applications), at its most innocuous, 
adware displays pop-up advertisements on a user’s computer. Every time an ad is 
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About SurfControl 

SurfControl plc is a leading provider of enterprise threat protection that shields 
organizations from known and emerging Internet dangers through Layered Threat 
ProtectionTM. The Company has redefined traditional “filtering” into a unified set of 
Web, e-mail and messaging security solutions that continuously filter inbound and 
outbound Internet traffic to eliminate spam, spyware, phishing and Web and e-mail 
abuse.  

SurfControl provides Adaptive Threat IntelligenceTM from its Global Threat ExpertsTM 
to respond quickly with automatic, proactive security updates to protect customers. 
Customers avoid significant business downtime that impacts productivity and the 
bottom line while limiting legal liability and enforcing regulatory compliance and 
confidentiality. 

SurfControl has more than 20,000 customers worldwide, and employs more than 
500 people in offices across the United States, Europe and Asia/Pacific. For further 
information and news on SurfControl, please visit http://www.surfcontrol.com/. 
 
 
 
 
 
 

 
 To find out more about the SurfControl Enterprise Protection Suite, or to download 

 free trials of SurfControl Web Filter, Mobile Filter, E-mail Filter, RiskFilter or  
Enterprise Threat Shield, visit: http://www.surfcontrol.com/products 

 
 


